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A Letter From The Governor

To The Reader

We cannot underestimate the important role information technology playsin our daily lives. The
delivery of servicesin business, education and government has been forever changed due to
advances in technology and our willingness to embrace those advances. However, the value of
technology can only be fully realized when it is implemented in a well-managed and effective

way.

The appropriate technology implementation strategy for government requires that we focus on
the services our customers need, and then deliver those services in the most effective and
efficient manner. That iswhy | am pleased to present Montana's first Strategic Plan for
Information Technology. The plan presents the vision, goals and strategies for the State of
Montana to move forward together with information technology through the remainder of this
decade.

The vision, goals, and strategies outlined in this plan are broad and far-reaching. The challenges
are significant. As challenging as the road will be, the possibilities are vast. We have the
opportunity, through implementing best practices, to enhance the way citizens of Montana
interact with their state government. We also have the momentum to develop statewide systems
that empower those who are doing business in Montana and for Montana. Moving forward
together, Montana will continue the process of providing government services through the use of
well planned and managed information technology. | am confident we will continue to develop a
more effective government that serves our citizens and businesses and expands the possibilities
for our great state.

| want to thank the many contributors who helped develop this very important document that
lays the foundation for Montana’ s technology future. Because of their effort, the planis
complete, our vision is clear, and we can move forward together to realize our vision.

Sincerdly,

Judy Martz



Forward

During the last quarter century,
Montana state government agencies
deployed information technology to
pursue their missions to provide
various services to the citizens of the
state. For the most part, the efforts of
these agencies were independent of
each other, sometimes resulting in a
duplication of systems and hardware.
The needs of citizens were not always
considered when government made
investments in information
technology.

The 2001 State Legidature
recognized information technology as
an enabler of government services
and acritical component in state
government’ s ability to provide
appropriate services to its citizens.
However, the legidlature also
recognized the complex and often
overwhelming nature of controlling
the growth and cost of state
government’s IT investments. Thisis
due to the rapid pace of technology
advancement, the complexity of
implementing I T solutions, and the
cost of acquiring and maintaining
these systems.

In July 2001, the Montana
Information Technology Act (Senate
Bill 131) became effective. The Act
created the position of Chief
Information Officer for the state and
established guiding principles for the
implementation of information
technology in state government. A
critical component of the Act isthe
recognition by the Legidature and the
Governor of the need for asingle
vision for information technology in
state government. The Act provides
for the development of a strategic
plan for information technology in
state government. Planningisan

integral piece for establishing the
foundation for well-managed
deployment and use of information
technology in state government. In
September 2001, the Information
Technology Board, created by the Act
with broad representation (see page
27, for membership list), began the
process of developing this
information technology strategic plan.
The State of Montana Strategic Plan
for Information Technology provides
the framework and guidance for state
agencies to develop and use
information technology resources to
provide state government services.

The Montana Information
Technology Act also requires that
each state agency develop an
information technology plan.
Information from the individual
agency plans, along with research and
trend information, is used in the
Strategic Plan for Information
Technology. State agency plans and
projects will be summarized in a
companion document. The
summaries provide specific agency
technology goals and objectives
information and outline the budget
requirements for implementing the
plans. The Act also requires the
Department of Administration to
review and approve the agency plans
and provide oversight for the state's
procurement of information
technology.

The Strategic Plan for IT should be
viewed in concert with the agency IT
plans and the state’s I T budget.
These documents, when considered
together, document the State of
Montana s plans for information
technology now and in the future. m
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Why Information
Technology In
Government?

Public
Expectations
Have Evolved
With Technology

The State of
Montana
Strategic Plan
for Information
Technology

Moving Forward
Together

Executive Summary

In today’ s world, information
technology is acritical enabling factor
that drives industry, commerce,
education and government. Advances
in technology during the past few
decades have dramatically changed
the way individua's, businesses, and
government organizations process,
store, and transmit information. For
example, in the past, birth, death,
marriage, tax files, and land
ownership records that a government

Because these new capabilities exist
our expectations have changed.
Thanks to new technologies such as
the Internet, we can buy kayaks from
Missoula, check the weather in
Helena, and make severa stock
market transactions in a few minutes
at home before breskfast. Because the
world of commerce offers such
convenience and responsiveness, we
have come to expect the same from
government. Due to public demand,
and because significant cost savings

Realizing these facts, the Montana
State L egidature passed the Montana
Information Technology Act in April
2001, setting in motion a number of
paralel efforts designed to assess,
direct, and manage the adoption of
information technology in the State of

The overall theme of the Strategic
Panfor IT is. Moving Forward
Together. Thissimple but powerful
ideais expressed in every section of
the document. Montana state
government will act as an integrated
enterprise with respect to information
technology. In this Strategic Plan for
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office must maintain might require an
entire floor of alarge building,
hundreds of file cabinets, thousands of
file folders, and dozens of personnel
to process, store, and manage. Today,
al that information can reside in one
plastic and metal box located under an
employee sdesk. The employee can
now locate, duplicate, and transmit
one page of that information in a
matter of minutes to any location on
the globe. m

can be redlized at the same time that
services are dramatically improved,
government has no choice but to
implement appropriate information
technologies. The downside of this
reality is that difficulties and
complexities aways accompany the
introduction, coordination, and
management of technology. Thisis
especidly true in large organizations
that struggle to meet the various needs
of many interrelated entities. m

Montana. This document, the State of
Montana Strategic Plan for
Information Technology, isan
important step in the ongoing journey
toward improving government
through the use of information
technology (IT). m

The enterprise is all
agencies of the state
working collaboratively to
use, share, and leverage
the investments made in
information technology.



Overview of the
State Strategic
Plan for IT

State of
Montana IT
Vision

The State’s IT
Strategic
Direction

IT, the enterprise promises to
efficiently use and wisely manage I'T
resources. Care will be taken to
ensure the privacy of citizens and the
security of information across the
enterprise. By moving forward

This Strategic Plan for IT shows how
we will move forward together toward
better state government through the
use of information technology.
Strategic initiatives are described that
offer the first opportunities to
implement the Plan. Strategic gods

Montana state government will:

v’ Becustomer-focused in providing
eectronic and traditional accessto
government services and
information

v’ Meet customer expectations
regarding their right to participate
and their right to know, while
protecting their right to individual
privacy

v" Promote and use information
technology to enable its customers
to prosper in the global economy

TheIT Vision setsthe strategic
direction of information technology
for state government. TheIT Vision:

Requires state government to be
customer-focused when developing
and deploying technology to
provide services

Expects state governmert to obtain
input from the customers served by
government

together, by collaborating with IT
vendors, and by sharing information
and resources between state agencies,
the vision and goals expressed in the
Strategic Plan for IT will become a
reality for the citizens of Montana. m

and strategies that chart the course the
enterprise must follow to accomplish
theinitiatives are identified. Butin
the beginning, the journey toward
better state government starts with a
vison. m

v’ Enter into strategic relationships
and encourage collaboration at all
levels of government to effectively
use information technology

v Meet customers’ expectations for
the reliable and timely delivery of
quality services and information

v' Manage and use I T resources
efficiently

v’ Establish statewide direction for
information technology through
fiscally responsible and active
stewardship m

Requires state government to
pursue cooperation and sharing of
information and technology
resources to minimize unwarranted
duplication in services and
technology

Customers are the citizens,
businesses, federal, local
and tribal governments,
other organizations and
stakeholders that receive
services from Montana state
government.



Strategic Plan
Framework

Themes of the
Strategic Plan
for IT

Goals and
Strategies

Focuses on the appropriate level of
technology for state government
and how to meet customer
expectations for service delivery
methods

The IT Vision follows a framework
that establishes the priorities and
building blocks for moving forward
together toward effective
implementation of information
technology in the future. TheIT
Vision focuses on building astrong
foundation through active stewardship
based on:

A sound strategic planning process

Carefully crafted policiesand
standards

Common themes have been woven
into the fabric of the Strategic Plan for
IT. They include customer-focus,
€conomic empower ment, strategic

The Strategic Plan for IT identifies
nine goals and 36 strategies that
support the themes expressed
throughout the document and
demonstrate how the state intends to
achieveitsIT Vison. Thegoasand
strategies set the general direction for
state government’suse of 1T
resources. Their purposeisto:

Guide and prioritize state and
agency future IT investments

Promote coordination of IT
resources across multiple agencies

-Vi-

Recognizes the need for
accountability to the Governor, the
Legidature, and the citizens of
Montanafor state investmentsin
information technology m

Active stewardship means
that IT policy makers will
provide leadership and take
ownership of and
responsibility for achieving
the IT Vision expressed in
the Strateaic Plan for IT.

Fiscal responsibility

Guidance from the governing
boards and councils for information

technology =

relationships, reliability, and effective
management. These themesdrive the
direction of technology for the State of
Montana into the future. m

Lay the foundation for agency IT
planning

Help agencies succeed in achieving
their own missions while
promoting efficient use of the
state’s IT resources

Promote compatibility between
agencies IT plans and the Strategic

Planfor IT m



Goals of the
Plan

Strategies of
the Plan

Examples of
Strategies

The nine Strategic Plan for IT goals
require the state to:

Maximize the use of government
IT resources through strategic
relationships with business and
other government entities to
enhance the quality of life for
Montanans

Use appropriate and disciplined
project management
methodologies, and make strategic
and fiscally responsible
investmentsin IT resources

Enhance the performance of
agencies mandates, missions, core
competencies, and business
processes through the appropriate
and effective application of current
and standardized I T resources

Promote the sharing of IT
resources, including data,
information, business function
expertise, and technology among
agencies to minimize unwarranted
duplication

Aggressively deploy appropriate
electronic government services for
the benefit of its customers

Several dozen strategies have been
formulated to guide the
implementation of the Strategic Plan
for IT and itsgoals. Where the goals
provide the broader path that
information technology will take in

The strategies are grouped under the
goals that they most closely support.
They describe what the state will
actually do, such as:

Develop an IT project management
function within state government

- Vii -

Strategic Relationships are
those entered into by two or
more parties enabling the
attainment of mutual goals
that would be difficult or
impossible to reach if
attempted individually.

RequireitsIT systems maintain
confidentiality and integrity while
providing enterprise IT resources
consistent with customer needs

Require reliable service delivery
fromitsIT systems and maintain
up-to-date plans and procedures for
enterprise wide disaster recovery
and business continuity

Use secure, coordinated,
standardized, and shared I T
systemsto deliver integrated
services to its customers

Develop a comprehensive
mechanism for dbtaining 1T
expertise both internal to state
government and through external
resources in order to support
Montana'sIT Visonin an
environment of constant
technological changem

Montana, the strategies give more
detailed and focused direction to state
personnel who will be responsible for
redlizing the IT Vision on the ground
and through the wires of state
government offices. m

Identify the barriers to cooperation
and I'T use among state entities and
develop plans to remove them

Deliver servicesand information
directly to the public via electronic
and traditional means



Strategic
Initiatives

Success Factors

Next Steps

Pursue improvements through
additional investment in existing
technologies that support state
agencies missions and programs.

If the strategies listed in the Strategic
Plan for IT tell state organizations
where to shoot, then the initiatives
provide the targets. Strategic
initiatives are I T-related goas or
projects already embraced by the state
and pursued to enable state
government to achieveits IT Vision.
Strategic initiatives provide the
specific avenues for implementation
of the T goals. Theinitiatives
identified in the Strategic Plan for IT
include:

Implementing Best Practices
SummitNet

The Strategic Plan for IT contains
godls, strategies, and strategic
initiatives that the state must
implement to demonstrate success.
Several factors are critical to the
successful implementation of the
Strategic Plan for IT. These include:

Commitment and support of the
Legidature

Commitment and leadership of the
Governor and Information
Technology Board

Department and agency senior
management commitment and
leadership

The Strategic Plan for IT does not
exist in avacuum. It must be
integrated with a number of other
efforts occurring every biennium. For
example, state statute requires
agencies to prepare their own IT

- Viii -

The strategies form the real heart of
the Strategic Plan for IT. They tell
what we must do to move forward
together toward redlization of the IT
Vison. m

Interactive Video

Montana Educational Network
Cooperdtive

Public Safety Communications
e-Government

Montana Geographic Information
Systems

Criminal Justice Information
Systems Project

Each strategic initiative completed
MOVES US one step closer to achieving
our IT Vision. m

Cross departmental cooperation
and coordination

Department and agency
participation through the IT
governance groups

Compliance/adherence to the
statewide enterprise architecture
and standards

Managed expectations for IT
initiatives

Ongoing education/training of 1T
and departmental staff involved in
the deployment and maintenance of
IT assetsm

plans that must be fully integrated
with the state’s Strategic Plan for IT.
The next steps toward achieving the
IT Vison areincluded in this
document. m



Conclusion

The use of information technology to
improve state government is not an
option; it's a necessity, and it's
already happening. In order to
properly manage the implementation
of IT resources, careful planning is
mandatory. The Information
Technology Board created the Sate of
Montana Strategic Plan for
Information Technology to give
purpose and direction to IT planning
and implementation. By adopting and
following this Strategic Plan for IT,
state government will benefit from the
vision and structure it provides and
avoid costly mistakes due to lack of
coordination and poor communication

- X -

among state entities. In the following
pages you will seethe vision, goals,
and strategies for state government in
regard to information technology in
the 21* century. The Strategic Plan
for IT containsan IT Vision that
focuses on the needs of state
government’s customersin
determining IT directions. The goas
and strategies will serve asthe
stepping-stones to that Vision.

ThelT Vision moves us forward
together toward more responsive,
reliable, and convenient state
government services for al
Montanans. m



Overview

State of Montana IT Vision

Montana state government will:

Be customer-focused in providing
electronic and traditional access to
government services and
information

Meet customer expectations
regarding their right to participate
and their right to know, while
protecting their right to individual

privacy

Promote and use information
technology to enable its customers
to prosper in the globa economy

The Montana I T Vision setsthe
strategic direction of information
technology for state government. The
IT Vision:

Requires state government to be
customer-focused when developing
and deploying technology to
provide services

Expects state government to obtain
input from its customers

Requires state government to
pursue cooperation, callaboration,

Enter into strategic relationships
and encourage collaboration at all
levels of government to effectively
use information technology

Meet customers expectations for
the reliable and timely delivery of
quality services and information

Manage and use I T resources
efficiently

Establish statewide direction for
information technology through
fiscally responsible and active
stewardship m

and sharing of information and
technology resources to minimize
unwarranted duplication in services
and technology

Focuses on the appropriate level of
technology for state government
and how to meet customer
expectations for service

Recognizes the need for
accountability to the Governor, the
Legidature, and the citizens of
Montanafor state I T investmentsm



Information
Technology
Strategic Plan
Framework

The MontanalT Vision follows a Beyond active stewardship, the next

framework that establishes the building block focuses on the

priorities and building blocks for technology itself: the infrastructure, the

information technology in the future. IT resources, and the information
maintained within the IT systems.

TheIT Vision focuses on building a Other building blocks in the framework

strong foundation through active focus directly on the servicesto be

stewardship based on: provided and most importantly, the

customers —the citizens, businesses, and

A sound strategic planning process  gther governments that receive services

Carefully crafted policies and from Montana state government. These
standards and monitoring building blocks provide the framework,
compliance Set direction, and describe where the
state wantsits I T resourcesto be in the
Fiscal responsibility future. Throughout the Strategic Plan

for IT and thisIT Vision statement, the
focusis on the customer, and on
providing improved services to the
citizens of Montana. m

Guidance from the governing
boards and councils for information
technology.

why tha Sfate of Monfana
Information Technoiogy
exists and where ¥ /5 going
(Siart with the clizen

and fortified by slewardship)

- i - . who are the benefactovs
Eué’ut:?zmeﬁr ! e e \ Business of the IT Vision

Services Agancy Educatonal whal fhe cilizans
Provided Sandces Services wilf b provided,

' 1 ..how the customer will
Technology Infrastruciure IT Rescurces information recenve aufomaled senices.

how the lechnology is
mansged. accountable
and sireamifned.

Sewardship




Strategic Plan
Themes

Customer-
Focus

P

Throughout the Strategic Plan for IT,
common themes emerge and are
identified: customer-focus, economic
empower ment, strategic
relationships, reliability, and effective
management. These themes drive the

direction of technology for Montana
in the future. The Strategic Plan for
IT goals and strategies support these
themes and demonstrate how the state
intends to achieve its vision for
information technology. m

Montana state government will be
customer -focused in providing
electronic and traditional accessto
government services and
information. State government will
meet customer expectations
regarding their right to participate
and their right to know, while
protecting their right to individual
privacy.

Customer-focused or “customer-
centric” isthe new standard to apply
when state government considers the
availability and delivery of
information and services via different
methods, recognizing that government
exists to serve the people.
Technology clearly provides the
opportunity to change our method of
delivering the right services to the
citizens and businesses of Montanain
acustomer friendly way. The
customers of state services expect
that:

Citizens can provide information
with confidence that their privacy
will not be violated

State government will employ best
practicesto ensure efficiency and
effectiveness

The products and services offered
are what the people want.

The eectronic delivery of information
and services offers customers options

in which method they want to use
(online versusin line). The state will
educate its citizens about the use and
value of technology and, in turn, listen
carefully to its citizens about how the
technology should be applied to
improve the quality of lifein
Montana.

State government will:

Ddiver information and services
using an integrated, customer-
focused, ADA compliant approach

Use information technology to
present asingle face of state
government by aigning services
provided with customer needs,
irrespective of agency boundaries

Promote direct electronic delivery
of information and services to its
customers viaa single point of
entry

Focus on government services
rather than on the method used to
deliver those services

Provide direct access to
government information to meet
the public’s congtitutional right to
know and their right to participate
in government

Provide privacy, security, and
integrity for the information and
resources entrusted to it m




Economic
Empowerment
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Strategic
Relationships

oy

State government will promote and
use information technology to enable
its customers to prosper in the global
economy.

The focus on using information
technology to enable economic
empowerment aigns with the
Governor’s Office goals asidentified
in the JOBS plan, the Martz/Ohs Plan
for Education, and the Framework for
Economic Development in Montana.
These include, but are not limited to:

Advancing e-commerce and
wireless technologies

Supporting education in the areas
of high tech career preparation

Expanding curricula with computer
instruction

Helping with private/public
initiatives to electronically promote
Montana-made goods and services.

Driving communication costs down
by leveraging state government’s
investment

Economic empowerment in the IT
Vision sets the direction for state

v' Business transactions
using the Internet and
other electronic means are
called e-Commerce.

v Wireless technologies
transmit data using radio
waves instead of
telephone lines.

government’s role in looking for
opportunities to truly transform
government into a structure that takes
advantage of the power of technology
to serve the citizen.

The state will use strategic public/
private relationships to gain access to
the best available expertise and
technologies and to extend its limited
resources. State government’s|T
infrastructure will provide a means to
enable its customers to access the
market place. State government will
closely monitor emerging IT trends
that can improve customer service. It
will enhance the quality of education
and enable life-long learning for its
customers by promoting “anytime,
anywhere, for anyone education.” =

State government will enter into
strategic relationships and encourage
collaboration at all levels of
government to effectively use
information technology.

The constantly changing face of
information technology and the
limited resources of state government
require the state to establish strategic
relationships with other parties. These
include externa vendors that provide
infrastructure, technological expertise,
and knowledge transfer. In some
cases the state will form dliances with
private sector businesses to improve
government operations and services.
Strategic relationships with federa

4

and loca governments will be pursued
to leverage the state' s limited public
funds to the best advantage for our
common customers.

Information technology in Montana
state government will facilitate
creativity and cooperation among the
entities of the enterprise and their
customers. State government will
encourage information sharing in
order to minimize unnecessary
duplication and remove barriersto
cooperation in the enterprise. State
government’s IT planning structure
will include managers and executives
at dl levels of government and within



Reliability

Effective
Management

o
e

each organization. The state will
strengthen its I T professionals through

training and strategic relationships
with private entities. m

State government will meet
customers' expectationsfor the
reliable and timely delivery of quality
services and information.

Information technology systems must
be reliable, regardless of how they are
delivered. The state’s customers
expect government services and
information to be available on an
ongoing basis, with the appropriate
infrastructure, security, and recovery
plans to ensure business continuity.
The goals in this plan support IT
solutions that are citizen-centered,
efficient, and trustworthy.

The state will ensure the stability of its
IT systems and provide plans and
procedures for disaster recovery and
business continuity. State government
will strategicaly invest in information
technology and remain current in
technology for the purpose of
providing quality services, stability,
and security, not simply for the sake
of deploying technology. The state
will maintain a highly trained
workforce by recruiting, hiring, and
retaining well-qualified IT staff. m

IT resources will be well managed
and used efficiently. State
government will establish statewide
direction for information technology
through fiscally responsible and
active stewardship.

The Montana Information Technology
Act establishes state policy and
guiding principles for information
technology devel opment and
deployment in state government. The
principles defined in the Act require:

Managing the state’ s I T resources
in a coordinated, efficient, and
effective manner

The adoption and enforcement of
statewide policies, standards,
procedures, and guidelines

The sharing of data, information,
and systems among agencies

The dignment of planning and
development of IT resources with
the state budget development and
approval process.

State government I T direction will be
established through active and
collaborative stewardship. State
agencies will operate in a spirit of
trust and cooperation in pursuit of
customer interests. State government
information technology will promote
enterprise-wide policies, standards,
and solutions. The state will position
itself to embrace progress and change
by promoting the responsible
deployment of information
technology. Information technology
will be well managed and deployed in
an appropriate, accountable, and
fiscally responsible manner. m



Overview

Governmental &
Private Sector
Cooperation
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Goals & Strategies

The following goals of the Strategic
Pan for IT provide the genera
direction in which the enterprise must
move to redize the IT Vision. Within
each goa are strategies that more
specifically delineate how the goals
will be reached. These statewide goals
and strategies support the themes
expressed throughout the Strategic
Plan for IT and demonstrate how the
state intends to achieve its IT Vision.
The purpose of the nine goals and 36
strategiesisto:

Guide and prioritize state and
agency future investmentsin
information technology

The state will maximize the use of
government I T resources through
strategic relationships with business
and other government entitiesto
enhance the quality of life for
Montanans.

| dentify Opportunities for
Cooperation

The state will examine points of
common interest with local, tribal,
other states, federa government,
and private entities with an eye to
improving communication and
cooperation that will result in
improved service delivery for its
customers.

“One-Sop” Initiatives

The state will promote business
processes in the enterprise that
support “one-stop” initiatives and
develop a process to facilitate and
communicate I T research and
evaluation.

Coordinate resources across
multiple agencies

Lay the foundation for agency IT
planning

Help agencies succeed in achieving
their own missions while
promoting efficient use of the
state’s I T resources

Promote compatibility between the
agencies IT plans and the state
Strategic Plan for ITm

Leverage the Use of IT Resources

The state will use the power of
“anchor tenancy” to introduce
technologies to areas that could not
otherwise participate. The state
will leverage investments through
strategic relationships to ensure
that there is no disparity among its
customers. m

Anchor tenants (e.g., the
state) are large consumers of
technology services that,
through their size, provide
incentive to the private sector
to invest in technologies that
can then be used by others
(e.qg., citizens, businesses,
other government entities,
etc.).



Well-Managed
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The State will use appropriate and
disciplined project management
methodologies, and make strategic
and fiscally responsible investments
in IT resources.

Project Management Support

The state will develop project
management support functions
within ITSD and adopt:

- A basdline of acceptable
enterprise project management
methodologies

- Project roles and responsibilities

- Human resource change
management methods

- Best practices in vendor
selection, management, and
quality assurance

- Standardized project
management tools

- Legal assistance in managing
vendor relationships

- Project management training
- Project management certification
program.

These functions will be applied
consistently across al agency
projects. Project management staff
and expertise will be made
availableto al state organizations
through staff augmentation.

Investment Management

The state will implement an IT
investment management function
that incorporates planning, quality
assurance practices, performance
measurement, and post-
implementation reviews to control
project lifecycle costs and ensure
project success. The oversight
function will include periodic
reports to the Legidative Finance

Committee. Project oversight
functions will be applied on
projects of significant size and
complexity.

Share Project Experience

The state will develop a consulting
relationship among government
entities of the enterprise for the
purpose of sharing project
information, lessons learned from
past and current projects, and
project “best-practices.”

Contract Management

The state will create a standardized,
state-level, and consistent approach
to developing vendor contracts and
agreements. The use of
standardized language and contract
management processes will enable
agencies to effectively manage
contracts and use them to the

state’' s benefit throughout the
contract lifecycle.

Existing System Support

The state will maintain a strong
emphasis on support and
maintenance of existing systems
through:

- Standardized change-
management and performance
tracking and reporting processes

- Quality assurance improvements
that use automated testing tools
and refinement of testing
processes and procedures

- Continued provision for
appropriate state and federa
funding support and recognition
of mandates that are sometimes
attached to those sources

- Establishing portfolio
management practices to manage
IT asset lifecycles. m



Efficient Use
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Shared
Information
Resources

State government will enhance the
performance of agencies mandates,
missions, core competencies, and
business processes through the
appropriate and effective application
of current and standardized I T
resour ces.

Enterprise Approach

The state will identify the barriers
to cooperation among the entities
of the enterprise in the use of
information technology and
develop plans to remove them.

Use Technology to Enable Business
Processes

The state will pursue improvements
through additional investments to
enhance existing technologies.

New investmentsin information
technology will support the
agencies missions and programs.

Evaluate Business Processes

The state will develop information
resources, guidelines, and
procedures to promote the practice
of assessing and redesigning
business processes within state
government. Prior to any major IT
investment, agencies will

State government standards will
promote the sharing of 1T resources,
including data, information, business
function expertise, and technology
among agenciesto minimize
unwarranted duplication.

Shared Resources

The state will promote the sharing
of IT resources, including
personnel, hardware, software, and
information between the entities of
the enterprise. Through the use of
statewide policies, standards, and
guidelines, agencies will pursue
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determine the fit between the
business need and the technology
solution proposed. Agencieswill
conduct post-implementation
process reviews to ensure optimum
functioning of the business
processes within the constraints of
the technology.

Videoconferencing

The state will promote and use
videoconferencing as away to gain
more effective communication
among state employees, local
governments, and their federa
counterparts. Videoconferencing
will be used to broaden
accessibility, provide an dternative
means of conducting business,
reduce costs, and reduce the need
to travel.

Research and Evaluation

The state will establish alogica
and formalized processto
systematically perform research
and evaluation on information
technologies and processes, with an
emphasis on identifying
technologies and processes that
have the greatest potential to work
best in the state’ s unique
environment. m

opportunities to share information
technology resources.

Information Technology Expertise

The state will bring together IT
expertise using existing inter-
governmental groups to address the
various needs for expertise in data,
information, business functions,
and technology resourcesin
Montana state government. These
groups will review the viability of
proposed infrastructure changesin
creating an integrated enterprise,
taking into account the technology
aspect and business functionality.



e-Government

Sandards, Tools, and
Methodologies

The state will establish standards,

tools, and methodol ogies to create

an environment of shared data,

information, and | T resources. Led

by ITSD, inter-governmental
groups will develop standards and
training for databases, application
development, Web-site
development, and other
technologies as appropriate and

Why Share Information?

will make use of peer review and
collaboration.

Information Technology Plan

The state will inventory and assess
the use of IT resources among state
agencies to identify where sharing
can occur and implement an
ongoing plan to establish shared IT
resources. This plan will establish
the criteriafor reviewing new IT
projects that are proposed by the
various state government agencies.
|

Sharing information simply makes better government. Shared
information minimizes clerical errors, information discrepancies,
and government loopholes. Shared information can be upgraded,
backed up, archived, and distributed simultaneously to multiple
users. Shared information is more accurate. Shared information is
less expensive (in time and in money) as users are able to store
gathered information and retrieve and reuse the information,
without spending money and time to collect and reassemble the

information.

State government will aggressively
deploy appropriate electronic

government services for the benefit of

its customers.

e-Government Services
Services and information will be

delivered directly to the public via

electronic and traditional means,
taking into account special needs.

e-Government will allow services

to be available around the clock.

e-Government Awareness

The state will initiate a statewide
public information campaign to
provide awareness of its
e-Government capabilities,
advertise the services provided,
promote the advantages, provide

e-Government is the concept
of using various information
technologies such as the
Internet and high-speed
telecommunications facilities
to provide improved govern-
ment services to customers.

access locations, and educate
Montana' s customers in the use of
e-Government services. The state
will promote the attainment of
technological skills among its
customers, regardless of education
level or socio-economic status.

e-Government Business Process
Analysis

The state will review and combine
business processes to support the
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customer-centric concept that is
promoted by e-Government in dl
its delivery methods.

Flexible and Intuitive Delivery of
Services

The state will guide the
development of a common Web
site “look and fedl” for the
enterprise by developing standards
for Web site structure, aesthetics,
and navigation. It will build
flexibility and intuitiveness into the
enterprise e-Government design by

The state will requireitsI T systems
maintain confidentiality and integrity
while providing enterprise I T

resour ces consistent with customer
needs.

Security Standards

The state will develop, adopt, and
enforce security standards in such
areas as enterprise-wide
authentication and agency security
roles and responsibilities. Security
management software will be
investigated and implemented as

appropriate.

Information Security Advisory
Group

The state will create a voluntary
multi-agency information security
advisory group to stay abreast of
security threat issues, test and
recommend I T security measures,
and assess the processes and
systems used by the state.
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combining the convenience of a
single point of entry with the
flexibility of multiple access
methods.

Customer [nput

The state will solicit customer

input into e-Government initiatives.
This input will include an
assessment of current service
delivery methods and issues such
asfeasbility, usability, practicality,
necessity, etc. m

Security means the
protection of valuable
assets, in this case the
information itself and
the IT resources that
process, store, and
transmit it. IT security
issues include internal
threats such as
equipment failure and
external threats from
hackers who try to gain
access to computer
systems to steal

Agency Security Teams

Each agency will designate
responsible parties to work with IT
Security managers to enhance
security within the agencies and
coordinate I T security with the
Department of Administration and
the information security advisory
group. m



Business
Continuity
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Enterprise
Infrastructure

The state will require reliable service
delivery fromitsIT systemsand
maintain up-to-date plans and
proceduresfor enterprise wide
disaster recovery and business
continuity. Business continuity
involves I T systems, human
resources, know-ledge, physical
resources, and communications.

Disaster Recovery and Business
Continuity Planning

The state will establish policies,
plans, and guidelines for enterprise
disaster recovery, utilizing best
practices for business continuity.
The plan will prioritize government
services for disaster recovery
purposes.

Agency Plans

Each agency of state government
will develop a disaster recovery

State government will use secure,
coordinated, standardized, and
shared I T systemsto deliver
integrated services to its customers.

Existing Infrastructure

The state will enhance and
maintain the stability and
coverage of itsexisting IT
infrastructure. The state will stay
current by adopting best practices,
including planned obsolescence of
technologies, and adopting new
technologiesin alogical and
fiscally responsible manner.

Research and Evaluation

ITSD will develop aformalized
processto systematically research
and evaluate technology that has
potentia application within the
enterprise.
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and business continuity plan and
reference these plansin its agency
IT plan.

High Availability

The state will create aplan and IT
infrastructure to support agency
availability requirements for the

various services and information
provided by those agencies.

Business Continuity Team

The state will create anenterprise
wide IT disaster recovery and
business continuity team to
coordinate planning, testing, and
response to internal and external
threats. The team will coordinate
its work with the Governor’'s
Homeland Security Task Force. m

Unique, Enterprise-wide Access

The state will provide unique,
enterprise-wide access across
systems, connecting customersto
the enterprise and to enterprise
directory services. An example
would be to provide a customer
with asingle reusable sign-on.

Telecommunications

In order to improve customers
ability to communicate, state
government will continue to
promote, pursue, and leverage its
telecommunications resources in
the areas of voice, data, and video
communications. m
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The state will develop a
comprehensive mechanism for
obtaining I T expertise both internal
to state government and through

external resourcesin order to support

Montana’s|T Vision in an
environment of constant
technological change.

Training and Education

The state will ensure that
appropriate training is available

throughout the enterprise for policy
and program level professionalsto

more effectively use IT. Aswell,
the state will ensure appropriate
training is available for IT
professionals responsible for
managing its I T assats. It will

recognize that I T staff may require
additiona education and training in

other areas such as business
planning or management.

Centers of IT Excellence

The state will use centersof 1T
excellence in specific technical

disciplines that can provide
expertise to the enterprise. 1t will
build expertise for these centers
and expand the state’'s IT
knowledge base by tapping into
specialized and highly trained IT
professional contractors and
through membershipsin
professional organizations.

Career Development

The state will enhanceits I T career
ladder and develop strategies to
ensure professional growth of IT
staff and minimize IT employee
turnover. It will develop strategies
around such things as standard skill
sets, compensation, tuition
reimbursement, internships,
performance criteria, and
mentoring programs. The state will
develop and manage IT
professionals as a strategic
resource. m
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Strategic Initiatives

Strategic Initiatives make the Strategic
Pan for IT become aredlity.

Strategic initiatives are those IT
projects and goals embraced by the
state and pursued to enable state
government to achieve the IT Vision.
Strategic initiatives cross agency and
jurisdictional lines and often provide
the specific strategies to implement
more than one of the statewide goals.
These initiatives may focus on
specific technologies or address a

The Montana Information Technology
Act clearly recognizes the critical
importance of IT in Montana state
government and sets the criteriafor
this initiative:

“Whereas, the Legidature finds that
information technology is becoming a
critical component of the methods
used by state agenciesin providing
information and servicesto Montana
citizens, and

Whereas, the cost for information
technology isincreasing both in
absolute and relative terms in agency
budgets; and

Whereas, information technology, in
order to be deployed most effectively,
must be carefully managed and
coordinated throughout state
agencies.”

The Act sets guiding principles to be
used by the state in setting its strategic
direction and in deploying IT. ThelT
Vision mandates that I T resources be
well managed and used efficiently.
State government will establish
statewide direction for IT through
fiscally responsible and active
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specific business need that
encompasses a broader focus.

The dtrategic initiatives identified in
the Strategic Plan for IT provide a
foundation for setting the future
technology direction for the State of
Montana. This Strategic Plan for IT
builds on existing, ongoing enterprise
initiatives and presents new statewide
strategic initiatives born as aresult of
the Act. Theseinitiatives are just the
beginning, as others will follow. m

stewardship. Severa goas enunciated
in this document relate to:

Using appropriate and disciplined
project management
methodologies,

Making strategic and fiscally
responsible investmentsin
information technology,

Evaluating and enhancing the
performance of agencies
mandates, missions, core
competencies, and business
processes through the appropriate
and effective application of current
and standardized I T resources, and

Sharing IT resources, including
data, information, business
function expertise, and technology
among agencies to minimize
unwarranted duplication in services
and technology.

The Implementing Best Practices
strategic initiative supports these goals
of the state’ s Strategic Plan for IT.



The state recognizesthat the use of IT
is central to its ability to improve the
delivery of public services. Itis
imperative that major IT projects
avoid cost overruns or delays that
result in ineffective service delivery.
To redize the benefits of IT, and to
protect a significant taxpayer
investment, the environment within
which IT assets are managed must be
both disciplined and flexible, focusing
on the best solution with the available
IT resources, and modifying business
processes accordingly. 1T
management is premised on
stewardship obligations for the
investments made in performing work
for the public. Stewardship also is
expressed by the underlying
responsibility for good agency IT
management and accountability. To
this end, the state will use a variety of
methods to attain the goals identified,
including:

1. Information Technology
I nvestment M anagement

The use of the Information
Technology Investment Management
model provides the state with a
framework for establishing an
enterprise architecture, portfolio
management, and I T investment
planning. Establishing and
documenting an enterprise architecture
will provide the guidance to achieve
consistency in the use of technology to
support the state’ s business. An 1T
portfolio is a compilation of
information about the state's
investmentsin its IT infrastructure and
agency applications. The information
is organized to show how these
investments support the agency’s
mission and programs and to
demonstrate the rel ationships among
current and planned investments. The
portfolio enhances the ability of key
decison-makers to ensure the
investments continue to provide value
and to assess the probable impacts of
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Best Practice is an
implemented practice
that has been shown to
perform optimally over
time.

investments on an agency’ s programs
and infrastructure, as well as on the
overal state I T infrastructure. Using
the Agency IT Plan asabase, an
agency can prepare for the changing
technology environment and its own
business requirementsto plan its 1T
investment strategy and prepare the
path for budget requests, operational
changes, and technology changes.

2. Project Management

The state will pursue developing
project management support functions
that incorporate project management
methodologies, best practicesin
vendor selection and management,
standardized tools for project
management, including training and
certification of project managers, and
aquality assurance program. These
functions will be applied consistently
across al agency projects.

3. Sharing IT Infrastructure

Since the appearance of IT in state
government, agencies have deployed
various technologies and systems
independent of each other, without
apparent consideration of the potential
opportunity to share resources. Over
time, this has contributed to redundant
hardware and software, inefficient use
of IT resources, duplicate computing
capabilities among agencies, and
potential security exposures. The state
will evaluate and consolidate IT
resources to maximize the use of
computing resources, minimize
software costs, and use technical
personnel more efficiently. The state
will focus on minimizing unwarranted
duplication, share resources where
possible and appropriate, and focus on



SummitNet

using centralization to provide secure,
high-availability computing services.

4. Contractor M anagement

Currently, the state uses awide variety
of contracting processes and
procurement tools to obtain private
sector I T resources. Many timesthe
state findsitself in a disadvantaged
position when dealing with very large
firms whose specific legal contracting
experience is more extensive than that

SummitNet (State and Universities of
Montana Multi- protocol Network) is
the state' s data communications
network. State agencies, libraries,
local government, K-12 schoals, tribal
colleges, and universities all have
access to SummitNet. SummitNet
provides data communications
connectivity to over 530 office and
campus locations throughout
Montana.

SummitNet 1 will be the State of
Montana’ s next generation
telecommunications network. A high-
speed digital infrastructure is being
installed to completely integrate voice,
video, and data services. Thiswill
alow for the transmission of voice,
video, and data signals smultaneoudly
using asingle network. Additionaly,
the network will be able to
accommodate technological
advancements and changesin
requirements. With one network that
can accommodate growth and
expansion, provide greater bandwidth
to remote locations, and achieve cost
efficiencies through shared resources,
SummitNet 11 will deliver high quality
service to its customers.

SummitNet |1 fits well with the state’s

IT Vison. SummitNet Il will provide
the framework upon which all other
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of state staff. The state will develop a
process whereby agencies can benefit
from a consistent approach to
obtaining and managing contractor
relationships, including standard
contract language, accessto
negotiating expertise, and aquality
assurance program. Thiswill allow
for more consistent contract
administration and problem resolution
processes. m

SummitNet is the state’s
high-speed digital
infrastructure to completely
integrate voice, video, and
data transmission services
around the state.

customer related electronic services
are delivered. Telephony, Internet,
and Interactive Video are just some of
the examples of servicesto be
delivered via SummitNet I1.
SummitNet I1 will alow for the
advancement of e-Government
initiatives, educational opportunities,
and the promotion of Montana
products to enable customers to
flourish in the worldwide market.
New technologies, such aswireless
and Internet2, will be pursued as
SummitNet |1 continues to grow to
meet the stat€’ s communication needs.

Because SummitNet |1 requires
significant investment in
telecommunications infrastructure and
services throughout the state, the state
plays amajor role as an anchor tenant
-- meaning that access to new, high
speed telecommunications services
will be made available to citizens and
private industry in areas of Montana
that otherwise would not enjoy the
benefits of those technologies. m



Interactive
Video

The use of Interactive Video isa
proven cost effective way to educate,
inform, and conduct meetings across
this great state. 1t provides expanded
accessibility to government. It alows
participants to conduct conferencing
between two or more sites by using
telephone and computer networks to
transmit audio and video data.
Concerns over security and the
expense, time, and energy
consumption involved in travel
increase the need for the state's
customers to use aternative means of
conducting business.

The Montana State Educational
Telecommunications Network
(METNET) provides a unique
opportunity for the state to increase
governmenta efficiency through the
use of technology. METNET consists
of anumber of locations with two-way
interactive video facilities. It uses
compressed video transported over
digital telephone linesto provide a
reliable platform for distance learning,
state agency training, meetings, public
hearings, and Telemedicine uses.
METNET isavailable for use by state
agencies, higher education, K-12
schools, and approved nonprofit
entities. It eliminates or reduces travel
expenses and travel time by taking
advantage of video conferencing
capabilities. It also alows customers
to hold interactive conferences with
sites not on the state network,
including other video providers within
the state, national and international
locations.

Asastatewide strategic I T initiative,
Interactive Video focuses on the
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state's customers by providing
electronic access to government and
educational services. Interactive
Video empowers the state’ s customers
to participate and prosper in the global
economy by providing a ready means
to communicate on both a nationa and
international level. It enables and
encourages collaboration among
customers throughout the far-reaching
areas of the state, and it allows them
to develop strategic relationships
throughout the state, the country, and
theworld. The benefits of video
conferencing may be further expanded
by the use of emerging technologies
such as desktop video.

Video conferencing through
METNET is at acritical juncture, in
terms of appropriate technology, user
needs, how serviceis provided, and
expanded use of interactive video in
areas not currently using METNET.
In pursuing this initiative, the state
will evaluate the current environment
to determine how well it meets user
needs, different technologies available
in large conference room settings as
well as at the desktop, and how the
state can best support the need for
two-way compressed video.
Initiatives underway within the
Judiciary, the Montana Department of
Transportation, and the Department of
Corrections will be analyzed in
concert with areview of METNET to
determine where shared solutions
would be most cost effective. The
state will prepare a strategic plan for
interactive video, ensuring impacted
parties are involved and the
technology options are carefully
considered. m



Montana
Educational
Network
Cooperative

Children, families, and businessesin
Montana stand to gain from access to
a statewide educationa network. An
educational network cooperative
would enhance lifelong learning
opportunities and eliminate the
disparity between educational “haves’
and “have-nots.”

The Montana Educational Network
Cooperative (Cooperative) will be a
coordinated effort of public schools,
institutions of higher education,
libraries, and state agencies. The
Cooperative will concentrate on the
educational telecommunications
infrastructure and other technology
available to students and educators
throughout the state in order to
provide the greatest accessto and
value from Montana s educational
community.

The Cooperative will focus upon
opportunities to collaborate in order to
expand upon the current complement
of existing network infrastructure that
has successfully provided the benefits
of improved telecommunications
including: SummitNet, university
network infrastructure (including
Internet2), METNET, Vision Net, the
Montana Library Network, and the
many network programs currently
deployed within the K-12 and library
communities. These initiatives will be
expanded in a coordinated manner to
maximize the benefits that can be
achieved in delivering the full range of
educational servicesin Montana.

The goals of thisinitiative are to:

Provide the greatest accessto
educational opportunities through
the use of technology

Enhance the quality and quantity of
available education
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Improve education professional
recruitment, retention and
development

Increase collaboration within and
among the various levels of
education professionals

Work toward equity in the delivery
of educational resources

Share infrastructure and other
resources to achieve the most
effective use of available budgets

The Cooperative will identify existing
education collaborations and areas
where collaborations can be expanded.
The Cooperative will also identify
what barriers exist to collaboration,
identify solutions to eliminate barriers
and develop a plan for removing or
mitigating the negative effects
associated with each barrier. All types
of barriers will be addressed,

including costs of implementation and
ongoing operation of the network;
technology barriers, such as
telecommuni cations standards and
protocol; and, organizational and
jurisdictional barriers that may exist
among local school digtricts, libraries,
the university system and the state.

A comprehensive planning project
will be undertaken that will evaluate
the current networking initiatives,
refine the goals of the initiative, and
identify the potential barriersto
success. Stakeholders will be
identified, have their input solicited,
and comments reviewed to ensure the
greatest possible range of input to the
design of the Cooperative. The
project will be conducted in atimely
manner while allowing for stakeholder
planning cycles, budgetary cycles
(locd and state), and the maximum
opportunity for review and feedback.m



Public Safety
Communications

vy

e-Government

In aday of enhanced concern over
homeland security and threats to our
safety, public safety communications
isacritica component of the IT
infrastructure deployed on behalf of
the citizens of Montana. The stateis
challenged with adramaticaly
changing public safety communi-
cations environment and the rural
nature of our state. Federal rules
regulating wireless communications,
increasing costs of radio technology,
and growing public demand require
Montanato migrate to fully enhanced
9-1-1 technologies, and modern, wide
area, multi-agency public safety
communication systems.

This strategic initiative provides the
opportunity for the state to implement
itsvision for focusing on the citizens
and customers of the state. Montana's
900,000 residents and millions of
visitors annualy rely on 9-1-1
dispatchers, law enforcement officers,
fire fighters, emergency medical
service personnel, and numerous other
public service providers. Inthe
implementation of thisinitiative, the
state will enter into several “strategic
relationships.” Ongoing planning and

The goal of the e-Government
initiative is to make state government
more accessible and responsive to the
citizens, businesses, and other
government entities through direct,
electronic access to the full range of
government information and services.
Providing new and existing state
government services online increases
customer satisfaction and improves
government efficency. Montana state
government continues to expand its
e-Government offerings to customers.
The objective of thisinitiative is to put
customersin charge of their
relationship with government by
providing electronic access to
government information and services.
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coordination will be required for
Montana to move to more modern
public safety communication systems
that are affordable and communicate
across the full complement of public
service providers.

The Governor's Homeland Security
Task Force will contribute its planning
efforts to ensure the highest leve of
public safety. In conjunction with the
Task Force, al public safety partners
including law enforcement, fire
protection, local government, utility,
and other public service providers
must work in close coordination.
Growing requirements for multi-
agency response and the increasing
costs of communications make
partnerships among public service
providersimperative. Advanced
technology solutions that effectively
support wide area, multi-agency
operations and integrated
communication make solutions more
feasible than ever. Thisinitiative will
focus on detailed planning,
interoperability, standards, and
technology aggregation to ensure the
needs of impacted entities are
considered and met. m

Through e-Government, citizens and
businesses can interact with their state
government on their own schedule and
at their own location.

DiscoveringMontana.com, the state's
official Web site, is the cornerstone of
the e-Government initiative. It isthe
Web site, or portal, through which
many of the state's e-Government
services can quickly be accessed.
DiscoveringMontana.com iS
customer centric, meaning it is
organized based on what customers
need rather than around the
organizationd structure of state
government.




Montana
Geographic
Information
Systems

In order to accelerate the pace by
which services and information are
provided electronically, the state has
entered into along-term alliance with
a private company for the
development of Internet-based
e-Government applications.
Applications developed to date
provide many e-Government services,
including the Business Entity Search,
Professiona and Occupational
Licensing and Lookup, State Park
Passports, Motor Vehicle Records,
Income Tax Payments, Disadvantaged
Business Entity Payment Tracking,
and more. Other e Government
services are a so developed with
internal state government resources
and other contracting entities. Once
an e-Government service is made
available, an ongoing marketing and
education campaign is initiated to
inform potential customers

Although the Internet and Web-based
applications have taken amore visible
and prominent role in the
e-Government initiative, providing
services electronically encompasses

Montana faces critical decisions
regarding our economy, our security,
the use of our land, and stewardship of
our natural resources. In some cases,
increased growth and devel opment
diminish the quality of life that makes
our state so attractive. In other cases,
changing economic factors and
political decisions reduce the ability of
some of our citizens and local
governments to maintain a viable
economic base. State and local policy
makers, as well as citizens and private
enterprise, are learning more and more
about the power of Geographic
Information Systems (GIS) to help
gain access to the information needed
to make educated decisions that can
both expand our economic base and
protect our natural resources.
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severa methods. State government
provides citizens services through the
use of Interactive Voice Response
(IVR), electronic data interchange
(EDI), and electronic filing. Some
examplesinclude using IVR to file
unemployment benefit claims, motor
carriers submitting fuel tax
information, and filing individual
income tax returns electronically.

Montana s e-Government activities
are led by the Department of
Administration; with advice from the
Electronic Government Advisory
Council. Asthe state moves forward
together with a single face of state
government, Montand' s citizens and
businesses can expect to have many
more e-Government services available
to them, giving them more control
over interaction with their state
government. Montana state
government is well positioned to meet
the increasing demands of its citizens
and customers and excited to
revolutionize customer service
through e-Government. m

Geographic Information
Systems are computer
programs and related IT
resources that gather,
process, store, and display
information about the natural
resources of a region. GIS
data is often integrated with
other information to help in
the decision-making process.
For example, the USDA’s
Farm Service Agency uses
GIS information as part of its
acceptance/rejection process
when a farmer applies for an
agricultural loan.



As a geographic component existsin
80 percent of the business of
government and the private sector, the
state continuesto turnto GlSas a
better way to manage an increasing
workload and make important policy
decisons. GIS technology provides
Montana with the tools and
information needed to analyze and
solve critical issues such as economic
development, quality growth, and
emergency management.

The Montana Geographic Information
Council (Council) was established to
set the strategic direction for the use
of GIS technologies throughout the
state. The Council adopted the
following vision, goals, and objectives
for GIS and geospatial data.

Geospatial data is data
having a geographic
component, for example
latitude and longitude, a
legal description of
property or an address.

Vision: Geographic information
technology and geospatial data should
become commonplace desktop toals,
integral to every-day problem solving
and managed as a part of the State
Strategic Plan for IT. Because of the
many shared uses of geospatial data,
agencies must collaborate when using
GIS technology and creating
geospatial data. The state must
monitor current investments to
maximize benefits to the state and
plan and execute new investments to
remain competitive with other states
in agloba economy.

Goals and Objectives:

Ensure that geospatia datais
created once and used many times
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throughout federal, state, and local
governments.

- Provide ardiable, standardized
source for framework geospatial
data

- Guide development of baseline
geospatial data that conform to a
standard alowing integration for
multiple uses

- Support multiple uses of
geospatial data alowing for the
efficient and effective development
and governance in the state

- Facilitate data sharing and use

Promote the use of geospatid
information in the development of

public policy.

- Have the “right” geospatial data
readily available and widely
accessible for critical decisions and
for all users

- Ensure that a geospatial
infrastructure is a part of overall
state I T policy

- Provide wide and easy access to
geospatia data

Create and maintain geospatia data
that is critical for Montand' s needs.

- Prioritize and implement the
Montana Spatial Data
Infrastructure Strategic Plan

- Coordinate with the with Office
of Management and Budget/
Federal Geographic Data
Committee federal initiatives

The implementation of these goals and
objectives through continued efforts at
all levels of government will
demonstrate the necessary cooperation
and collaboration required by this
Strategic Planfor IT.m



Criminal Justice
Information
Systems Project

s

The Montana Criminal Justice
Information System Project (MCJISP)
is a multi-agency initiative launched
to ensure that M ontana keeps pace
with the critical need to gather and
provide timely and accurate criminal
justice information.

The MCJISP Advisory Group made
up of key state, county, and local
justice, court and law enforcement
officials was created to guide the
project in its efforts to successfully
improve the process of gathering
criminal justice information and
disseminating crimina history
records.

To provide specific direction for the
project, the MCJISP Advisory Group
established the following two
operational goals:

Every Montana criminal justice
agency shall be ableto determine
the M ontana correctional status
within two minutes, with status
currency of 24 hours.

Every Montana criminal justice
agency shall be able to obtain the
Montana criminal history record
of a person who has one within 4
minutes, with a history currency
of 24 hours.

Crimina history information in

Montana originates from many
different locations and in many
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different forms. For example, local
police and sheriffs departments
initiate and maintain arrest records,
while district courts have records
showing whether those people who
were arrested were acquitted or found
guilty. The courts aso maintain
records on the sentences given to
those convicted, while the Department
of Corrections keeps records on what
happensto individuals placed in the
state correctiona system.

Currently, various state agencies
provide state, federal and local law
enforcement and related agencies with
this crimind history information
through their own computer systems.
The Department of Justice captures
some information from other agencies
and providesiit through its Criminal
Justice Information Network (CJIN),
upon request, to those qualified under
the law to receiveit.

The Advisory Group seeks to promote
partnerships among criminal justice
information providers and users, while
recognizing the independence of each.
Further, the Advisory Group has
required that the state’ s criminal
justice information systems must
protect the privacy rights of citizens,
maintain the security of the
information, allow for cost-effective
information sharing, and avoid
unnecessary duplication.m



Strategic
Planning Process

Planning
Coordination

Agency
Plans

Next Steps

This section of the document
describes how the Strategic Plan for
IT will continue to be updated and
modified over the course of time. It

The following graphic depicts the
parties involved in the Strategic
Planning Process on an ongoing basis.
Each party hasarolein the

includes discussion of the other
critical documents and implementa-
tion factors required by the Montana
Information Technology Act. m

development and implementation of
the State of Montana Strategic Plan
for Information Technology. m

Legislatura

Information Technolegy |
Board = Valdales

Information Technology

! = Crosles —
Service Division

Information Technology

—_— reals [
Governanca Groups Cresies

Creafad

Agencies = Creales

This Strategic Plan for IT does not
exist in avacuum. It must be
integrated with a number of other

Clarifias —s Palicy
— Crsales — Vision
Goal

" Strategy

ongoing efforts occurring every
biennium. m

The Act requires agencies to prepare
an agency IT plan. The agency plans
must be fully integrated with and
support the state Strategic Plan for IT.
Following preliminary approvd, the
Strategic Plan for IT will be released
to agencies on April 1 of each even
numbered year. Each agency must
submit itsagency IT planto ITSD by
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May 15. Approva by ITSD must be
obtained by June 30 of each even
numbered year. Agency IT plans
must include the agency mission and
goasfor the use of IT within the
agency. Theagency IT plan must
discuss how the agency will use IT to
provide mission critical services and
how the agency IT plan supports and



Agency
Reports

State
Reports

Budget
Coordination

Governance
Groups

Conforms to the state Strategic Plan
for IT. Agency IT plans must bein 2
year increments covering a 6-year
period and provide a baseline profile
of agency IT resources, deficiencies,

and needs. To coordinate with the
budget cycle, agency IT plans must
include alist of new projects and the
resources necessary to implement
them. m

As part of the planning process, each
agency must prepare and submit a
biennial report that:

Evaluates the performance of the
agency’s I T resources

Assesses the progress towards
fulfilling the agency plan

Produces a complete inventory of
agency I T resources (personnel,

equipment, and software) m

The state must produce a biennial
report based on agency plans and
agency reports that will:

Andyzethe state’'s I T
infrastructure (value, condition,

and capacity)

Evaluate the performance of the
state’s 1T capabilities

Assess progress made toward
implementing the state Strategic
Panfor ITm

New investments in information
technology can only be included in the
Governor’s budget if the proposed
investment is contained in an

approved agency plan. Furthermore,
the Office of Budget and Program
Planning, in cooperation with ITSD,
must prepare by November 15", a
summary of major’ new I T projects.
This report must be coordinated with

the state Strategic Plan for IT and
agency plans and include:

List by agency, indtitution
Description of project
Amount requested

Funding source

Estimated cost of operation m

This Strategic Plan for IT has
benefited from broad based input
throughout its development. Most
importantly, the new Information
Technology Board created by the Act
has dedicated nearly all of its meeting
time to the development of this plan.
The Information Technology
Managers Committee devoted its
entire fall planning conference to

developing specific goals and
strategies for inclusion in the plan. In
addition, the IT leadership solicited
input from other groups, including the
Montana Geographic Information
Council, the SummitNet Executive
Council, the 9-1-1 Advisory Council,
the Electronic Government Advisory
Council, and the Public Safety Radio
Council. m

1 OBPP and ITSD will jointly determine the criteria for classifying a“major project.”
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Plan
Modifications

Plan
Implementation

The Strategic Plan for IT isnot a static
document. All things change and
effective planning is a process, not an
event. The planning cycle will be
repeated every two years on an even
year basis. The Strategic Plan for IT

must be developed with regular
evaluation and re-orientation.
Furthermore, any substantive changes
to any agency plan must be submitted
to ITSD as soon as possible and not
held until the next planning cycle. m

While the Strategic Plan for IT isnot a
static document, it is a document that
must be implemented over time. It
contains I T goals, strategies, and
strategic initiatives that the state must
implement to demonstrate success.
Severd factors have been identified as
critical to the successful
implementation of the Strategic Plan
for IT. Theseinclude:

Commitment and support of the
Legidature

Commitment and leadership of the
Governor and Information
Technology Board

Department and agency senior
management commitment and
leadership
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Cross departmental cooperation
and coordination

Department and agency
participation through the IT
governance groups in setting
information technology direction

Compliance/adherence to the
statewide enterprise architecture
and standards

Managed expectations for IT
initiatives

Ongoing education/training of IT
staff and departmental staff
involved in the deployment and
maintenance of IT assetsm
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Appendix A

The following excerpts from the expectations for the State of Montana
Montana Information Technology Act  Strategic Plan for Information
provide the background and Technology. m

The Act establishes guiding policies for state government to follow when using
information technology in its operations:

Information technology is used to improve quality of life for citizens

The development of information technology resources must be organized,
deliberate and cost-effective

The Department of Administration must be accountable to the governor,
legidature and the citizens
The Act provides guiding principles for use by state government to ensure the
second policy is achievable.

Section 2-17-505, MCA m

The Act amends current law to create an Information Technology Board, with
expanded membership that replaces the Information Technology Advisory
Council. The Board isto advise the Department of Administration on key
information technology issues, provide a forum to guide the development and
deployment of information technology in the state, and to share information. In
addition, the Board shall study state government’s present and future
information technology needs and the use of emerging technologies.

Section 2-17-513, MCA =

The Act requires the department to develop and implement a statewide strategic
information technology plan. In addition, the Act requires each agency to
develop individua IT plans that document agency IT plans for the next six
years. These plans are submitted to the Department of Administration for
approval and alignment with the state Strategic Plan for IT. TheIT plans must
aso aign with the biennial budget process. Agency requests for funding of
major IT projects must be included in their IT plans.

Sections 2-17-521 through 2-17-526, MCA =




Monitoring &
Enforcement

Applicability

The Act defines the Department of Administration duties and responsibilities
associated with the new IT planning and budgeting requirements. The
department shall:

Assess progress toward implementing the state's strategic I T plan

Establish and enforce statewide I T policies and standards

Evauate I T budget requests with OBPP

Report on IT based on the agency plans

Evaluate performance relating to information technology.
The Office of Budget & Program Planning (OBPP), in cooperation with the
department, shall prepare a statewide summary of magjor new IT projects
contained in the state budget. The Legidative Finance Committee (LFC)
provides interim oversight for information technology. The Department of

Adminigtration shall report to the LFC on aregular basis and to the legidature
ontheIT activities of the department.

Sections 2-17-512, 2-17-514 and 2-17-526, MCA m

The Act includes provisions indicating what entities must comply with the
provisions of the Act. Generally, the Act applies to every agency of the
Executive Branch of government. The Act does require the Legidative and
Judicia Branches to prepare an information technology plan and provide their IT
plan to the Department of Administration. Certain entities are granted
exemptions from certain provisions of the Act. The National Guard is exempt
from most provisions of the Act. Additiondly, the Montana University System
and the Office of Public Instruction are granted exemption from the procurement
review and approval process in the Act unless the proposed activities would
detrimentally affect the operation of the central computer center or the statewide
telecommunications network. 1n addition, the department may grant exceptions
to any policy, standard, or other requirement adopted by the department.

Sections 2-17-515 through 2-17-517, MCA =



Glossary

Anchor tenant

Best practices

Business Continuity

Business Function

Business Process

Change
Management

Customer

e-Commerce

e-Government

Appendix B

A common probleminthe IT industry  upon the context and the technical
isthe proliferation of terminology and  environment where it isused. This

lack of consistency and glossary has been included to ensure
standardization. The definition of a that dl readers understand the terms
particular term is often dependent used in this document.

A large consumer (e.g., the state) of technology services that, through its size and
commitment to procure services, provides incentive to the private sector to invest
in technologies that can then be used by others (e.g., citizens, businesses, other
government entities, etc.).

An implemented practice that has been shown to perform most optimally through
time. As processes and procedures are defined and implemented, patterns can be
seen that show the best process and procedure for a business unit, functional area,
or type of functionality.

The sustaining of normal business operations during both expected and
unexpected events that would otherwise impair the normal functioning of the
state. Thisinvolves around-the-clock ability to recover from both manmade and
natural disasters and includes assets beyond information technology such as
facilities, personnd, critical knowledge, and physica informetion.

A logically related series of activities which, taken together, represent the primary
responsibility of a single business unit.

The manual or automated process steps that are performed in order to accomplish
agovernment service. Example: In producing payroll checks an organization
must collect employee timesheets, verify timesheets, run pre-payroll reports, run
payroll check runs, and sign payroll checks.

Management processes set up to ensure that all software or hardware changes
made to IT systems have been done in accordance with predefined guidelines.
These guidelines are put in place to reduce the risk of introducing unexpected
errors or system downtime.

Citizens, businesses, federad, local, and tribal governments, and other
organizations and stakeholders that utilize Montana state services.

Business transactions that are conducted via the Internet or other e ectronic
media

The provision of government services via computer or Internet-based technology.



Enterprise

Enterprise
Infrastructure

Enterprise Security

Geographic

Information Systems

Geospatial data

Global Economy

Goals

Human Resource
Change
Management
Methods

Information

Information
Technology

Internet

IT Asset Lifecycle

All agencies of the state, including the University system and participating local
government and educational entities, working collaboratively to use, share, and
leverage the investments made in information technology. To this end, agencies
of the state and participating entities share systems and networks, use standard
software and hardware, and train employees in common techniques.

All information technology hardware and software that cumulatively provides a
common foundation of equipment and applications that is shared among all
entities of the enterprise. Examples: network hardware/software, LAN/WAN,
mainframe and mid-tier computer equipment, storage devices, security
hardware/software, etc.

Integrated, enterprise-wide protection of 1T assets, data, and resources. This
includes accessihility, privacy, dataintegrity, and accuracy of information. It aso
includes the availability of resources entrusted to government by its customers.

Computer programs and related I T resources that gather, process, store, and
display information about the natural resources of aregion. GIS data is often
integrated with other information to help in the decision-making process.

Data having a geographic component - for example, latitude and longitude. A
legal description of property or an address.

This includes the economies of Montana, other states, and the world that provide
economic expansion and growth opportunities.

The nine goals created to provide direction toward the key elements of the
Strategic Plan for IT' s Vision.

Management methods used to provide smooth transitions during times of adding,
removing, or changing personnel or changing the manner in which businessis
conducted, such as through an e-Government initiative. These might include
resource planning and forecasting, knowledge transfer processes, training,
outplacement services, etc.

Artifacts such as data, images, knowledge, documents, etc. that are found in both
physical and electronic form.

Technology, typicdly in the form of computers, software, networks,
telecommunications, el ectronic storage, etc., that enables the storage,
communication, manipulation, and access to information.

A worldwide collection of interconnected computer networks that communicate
via telephone lines, high-speed data lines, and wireless technology. The Internet
provides the ability for companies, organizations, individuals, and schools to
share information.

The ongoing process of maintaining modern hardware and software technologies
in order to enable business processes today and in the future.



Performance
Measurement
Metrics
Portfolio
Management
Practices

Post-Implementation
Reviews

Privacy

Project lifecycle

Project Management

Certification
Program

Quality Assurance
Practices
Security

Service(s)

Shared Information

Sate

Strategic
Relationships

Strategies

Performance information gathered from a cross-section of past syssemsthat is
used as a benchmark to help measure, grade, and improve the performance of
future systems.

An inventory of IT systems that includes atotal cost of system ownership and an
evaluation of where each system standsin its lifecycle. The agency portfolio of
systems provides information for prioritizing future IT projects.

Structured sessions involving members of an IT system development team and
used to assess positive and negative outcomes from a development effort. These
are used to discuss lessons learned and help encourage improvementsin
development processes on future projects.

Theright of individuals to keep information pertaining to themselves from being
given out to other individuals and businesses.

The time-span that includes al phases of a project, from its inception to the fina
signoff on the completed, production-ready system. For the development of IT
systems this typically includes requirements analyss, design, development,
testing, and implementation.

An educational program that teaches and tests the disciplines, processes, and tools
of the Project Management profession and requires activities that encourage the
maintenance and improvement of acquired project management skills.

Activities and processes that are implemented in order to ensure IT system
conformance to expected requirements, standards, and characteristics.

Measures taken to guard against unauthorized access or use of information and
equipment.

A function that provides access to public information, enables business activity,
and addresses the needs of state customers.

Common electronic information of separate state government organizations that
is stored and maintained using common I T assets in order to provide optimum
customer service. This sharing includes the actua information artifacts such as
data, images, documents, etc., and can also encompass the methods or
mechanisms needed to create, store, and retrieve the information.

All government officials, agencies, and organizations that together work to serve
state government interests.

Relationships entered into by two or more parties enabling the attainment of
mutual goals that would be difficult or impossible to reach if attempted
individualy.

Measurable activities to be performed for the purpose of attaining the goals
defined in the Strategic Plan for IT.



SummitNet

Telephony

Training

Vendor Management

Video Conferencing

Vision

Wireless

The State of Montana s high-speed digital data communications network. The
next generation of SummitNet will completely integrate voice, video, and data
transmission services around the state.

Technology, information, and processes that pertain to the telephone industry and
its capabilities.

Educational programs designed to ensure that the human IT resources, as well as
the receivers of the IT services, are educated in atimely manner. This education
comes from many different methods and providers.

The activities involved in managing hardware and software vendors in regard to
contracts, licensing, personnd, facilities, equipment, etc. The god isto ensure
that the vendor works well with the state organization and provides products and
services that bring benefit to the state.

The combined use of video and audio communication technologies to provide the
ability to conduct face-to-face meetings with participants in various and possibly
remote locations.

Ideas, concepts, and themes that provide a common ground for the development
and implementation of the Strategic Plan for IT.

The connection of electronic devices through the use of radio waves, without the
use of wires. Thistypicaly refersto communications using tel ephones or
computer devices. m



